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SMS has been a dependable, ubiquitous communications technology over 
the past two decades, after rapidly rising to become a preferred messaging 
method around the world. However, it is no secret that consumer usage 
has seen a transformation in recent years.

Person-to-person (P2P) SMS traffic has been decreasing as over-the-top 
(OTT) messaging services such as WhatsApp and Facebook Messenger 
have emerged to take its place. As a result, some market observers have 
been quick to sound warnings around SMS-related revenues.

However, SMS is far from retirement. Forecasts vary, but there is general 
consensus that while P2P traffic and revenue is trending downwards, a 
surging opportunity for providing enterprises with robust and reliable 
application-to-person (A2P) messaging is creating a means to counteract 
P2P declines. 

Report: The Future of Enterprise Grade A2P Messaging & 
Grey Route Protection
For instance, mobile industry research firm Mobilesquared forecasts that A2P SMS revenues will more than 
double from US$11.9 billion in 2017 to US$26.6 billion in 2022, with the volume of A2P messages sent rising 
from 1.7 trillion to 2.8 trillion over that period. 
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The A2P market is driven by companies from a wide range of verticals, including the airline, financial, and 
healthcare industries. These industries are recognizing the benefits of reaching their target group by leverag-
ing the universality of SMS in a rapid and secure way. 

A2P SMS enables brands to reach almost all end users internationally, including consumers that live in remote 
areas. Other messaging services rely on technologies that are not as widely deployed and accessed. 
Next-generation networks, smartphones, app downloads, and specialized data plans are unnecessary for 
consumers to use SMS, removing barriers to adoption and marketing campaign exposure.

In its 2016 Text Economy report, telecom Carrier Telefonica cited figures from a poll indicating that almost 
half of consumers would prefer to receive marketing material via text than any other channel. The Mobile 
Ecosystem Forum’s (MEF’s) 2016 Mobile Messaging Report revealed that 76% of consumers have received 
communications from businesses such as banks, healthcare and retailers via SMS.

“Our ongoing research into the global A2P SMS market has cemented our belief that SMS is by far the most 
powerful channel a business has to connect with its customers,” says Lane. “More consumers are giving their 
mobile numbers and want brands to communicate with them via messaging, and more businesses are seeing 
the value of messaging."

The Downside
With emerging opportunities, both new and familiar challenges arise – namely, the threat of fraud and the 
dreaded grey route. The Communications Fraud Control Association (CFCA) estimates that together, P2P and 
A2P messaging accounted for US$6.27 billion in fraud losses among telecoms Carriers worldwide in 2017. 
The Global Leaders’ Forum (GLF) estimates that overall fraudulent traffic costs the international wholesale 
Carrier industry US$17 billion annually, with 85% of Carriers seeing fraud as a priority issue as it continues to 
erode revenues.

The rise of the A2P market has resulted in a complex ecosystem of wholesale Operators, termination Opera-
tors, and messaging Aggregators that need to interact to manage global messaging and ensure a manageable 
volume of connections and contracts.

However, Aggregators do not always follow the terms of Service Level Agreements (SLAs) with the networks 
that route their messages to their destinations. Instead, in an often successful effort to optimize their margins, 
Aggregators may choose to use Service Providers' unprotected SS7 routes to deliver unauthorized interna-
tional A2P traffic without paying the appropriate international SLA fees. The SS7 routes themselves are legal, 
but the choice to send unauthorized and undercharged traffic could potentially land participating parties in 
hot water. These misused SS7 routes are known as grey routes, and are a major cause of fraud-related reve-
nue leakage for Service Providers worldwide. 

This growing issue was addressed by the international IP interconnection body, i3forum, in its guide Contract 
Fraud Clauses for Carrier Service Agreements from December 2017. The i3forum suggests that the guidance 
this document contains for Operators and Carriers “may be the basis for contract fraud clauses to be included 
in Carrier service agreements.”

Putting up Walls
In response to these threats, a growing number of Operators have been putting firewalls and other counter-
measures in place to transform grey route traffic back into white traffic and revenue sources. In early 2018, 
Mobilesquared predicted that about 60% of Mobile Operators would have deployed an SMS Firewall solution 
by the end of that year, and 82% by 2022. 

Beyond SMS Firewalls, SS7 Firewalls are the next protection frontier for fuller, added protection for legacy 
networks, and Diameter Firewalls for hybrid and next-generation 4G and 5G networks.

SS7 and Diameter Firewalls enable Carriers to deploy real-time grey route detection such as dynamic filtering, 
as well as analytics for international and national SMS roaming. Mobile Operators and Carriers may also 
choose to employ an in-house anti-fraud team, or partner with a specialist vendor to interpret the data, 
provide reports, and execute required actions. 

According to the CFCA’s 2017 Fraud Loss Survey report, companies are spending 5% more time detecting 
fraud and 14% more time on fraud-related customer care, billing, and revenue assurance functions than in 
2015. Such preventative actions helped to drive a 23.2% reduction in fraud-related revenue losses between 
2015 and 2017.

To further develop collaborative efforts between Carriers and authorities, the i3forum and the GLF launched 
a code of conduct on combating international telecom fraud in 2018. The code sets out Carriers' commit-
ments, including:

○ Monitoring and reporting on fraudulent activity 

○ Assisting in the investigation of fraud

○ Taking appropriate and swift steps to stop payments to those who commit fraud

○ Implementing standard contractual clauses to harmonize the treatment of fraud

Nevertheless, there is still significant scope to further improve collaboration and stem the flow of fraud-relat-
ed revenue leakage. In early 2018, Mobilesquared forecast that grey routes could cost Mobile Operators 
almost US$6 billion in revenues during the course of the year, with a potential increase in their revenues by 
over 40% – from US$13.72 billion to US$19.63 billion – if they could eradicate this traffic. In total, the analyst 
company predicts that white route A2P traffic will rise from 875 billion messages sent in 2017 to 2.4 trillion 
in 2022, as Operators put in place revenue assurance systems.  

These numbers are compelling for Operators and Aggregators alike to work together in legitimizing traffic and 
charging appropriately. As a result, white-route traffic is predicted to rise significantly, from about 50% in 
2017 to 85% by 2022, according to the Mobilesquared data.

On top of that, enterprise awareness about A2P messaging as an effective marketing channel is growing and 
these companies want to ensure that their messages are reliably delivered, he says. 

Lane adds that the adoption of enhanced security creates a positive “trickle-down” effect in the overall 
marketplace. He says that once an Operator puts a Firewall in place to combat fraud, others are then incentiv-
ized to follow suit – otherwise they risk more grey route traffic being routed to their networks instead of the 
better protected networks of their competitors.

As Mobile Operators and Carriers work to protect their subscribers, revenues, networks and brand reputations, 
much of their effort continues to focus on ensuring that they choose reliable, experienced and agile security 
and anti-fraud technology partners. These partners should be capable of helping Mobile Operators and Carri-
ers to evaluate their business and technical needs and processes, implement the best solution to suit their 
needs, achieve effective system management, and last but not least, monetize their networks and services. 

Business Focused, Enterprise Grade A2P Messaging
Enghouse Networks Messaging Gateway enables mobile operators to maximize the profitability of business 
messaging traffic, reducing costs, and opening up new revenue streams. 

With an unrivaled range of messaging protocols and extremely high performance, the Enghouse Messaging 
Gateway provides operators with the ideal node for on boarding, managing, and monetizing mobile A2P 
messaging services at scale.

By decoupling service-provider functions and application-traffic management from core messaging centres, 
it facilitates specialized, business-focused handling of this important traffic.

With extension modules for bulk messaging and subscription control, fraud and spam detection, the solution 
provides the mobile operator with the complete toolkit to realize the revenue opportunity from third-party 
messaging applications and services.

Safeguard Your Network & Subscribers from Spam & Malicious Traffic
The Enghouse Networks Mobile Network Security and Anti-fraud Solution provides messaging and voice 
traffic fraud prevention and detection by enabling Operators to analyze, monitor, and flag all messaging and 
signalling network traffic. The Enghouse solution can be configured to meet unique Mobile Operator and 
Carrier requirements, and protects against attacks that originate from inside or outside of the home network.
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The A2P market is driven by companies from a wide range of verticals, including the airline, financial, and 
healthcare industries. These industries are recognizing the benefits of reaching their target group by leverag-
ing the universality of SMS in a rapid and secure way. 

A2P SMS enables brands to reach almost all end users internationally, including consumers that live in remote 
areas. Other messaging services rely on technologies that are not as widely deployed and accessed. 
Next-generation networks, smartphones, app downloads, and specialized data plans are unnecessary for 
consumers to use SMS, removing barriers to adoption and marketing campaign exposure.

In its 2016 Text Economy report, telecom Carrier Telefonica cited figures from a poll indicating that almost 
half of consumers would prefer to receive marketing material via text than any other channel. The Mobile 
Ecosystem Forum’s (MEF’s) 2016 Mobile Messaging Report revealed that 76% of consumers have received 
communications from businesses such as banks, healthcare and retailers via SMS.

“Our ongoing research into the global A2P SMS market has cemented our belief that SMS is by far the most 
powerful channel a business has to connect with its customers,” says Lane. “More consumers are giving their 
mobile numbers and want brands to communicate with them via messaging, and more businesses are seeing 
the value of messaging."

The Downside
With emerging opportunities, both new and familiar challenges arise – namely, the threat of fraud and the 
dreaded grey route. The Communications Fraud Control Association (CFCA) estimates that together, P2P and 
A2P messaging accounted for US$6.27 billion in fraud losses among telecoms Carriers worldwide in 2017. 
The Global Leaders’ Forum (GLF) estimates that overall fraudulent traffic costs the international wholesale 
Carrier industry US$17 billion annually, with 85% of Carriers seeing fraud as a priority issue as it continues to 
erode revenues.

The rise of the A2P market has resulted in a complex ecosystem of wholesale Operators, termination Opera-
tors, and messaging Aggregators that need to interact to manage global messaging and ensure a manageable 
volume of connections and contracts.

However, Aggregators do not always follow the terms of Service Level Agreements (SLAs) with the networks 
that route their messages to their destinations. Instead, in an often successful effort to optimize their margins, 
Aggregators may choose to use Service Providers' unprotected SS7 routes to deliver unauthorized interna-
tional A2P traffic without paying the appropriate international SLA fees. The SS7 routes themselves are legal, 
but the choice to send unauthorized and undercharged traffic could potentially land participating parties in 
hot water. These misused SS7 routes are known as grey routes, and are a major cause of fraud-related reve-
nue leakage for Service Providers worldwide. 

This growing issue was addressed by the international IP interconnection body, i3forum, in its guide Contract 
Fraud Clauses for Carrier Service Agreements from December 2017. The i3forum suggests that the guidance 
this document contains for Operators and Carriers “may be the basis for contract fraud clauses to be included 
in Carrier service agreements.”

Putting up Walls
In response to these threats, a growing number of Operators have been putting firewalls and other counter-
measures in place to transform grey route traffic back into white traffic and revenue sources. In early 2018, 
Mobilesquared predicted that about 60% of Mobile Operators would have deployed an SMS Firewall solution 
by the end of that year, and 82% by 2022. 

Beyond SMS Firewalls, SS7 Firewalls are the next protection frontier for fuller, added protection for legacy 
networks, and Diameter Firewalls for hybrid and next-generation 4G and 5G networks.

SS7 and Diameter Firewalls enable Carriers to deploy real-time grey route detection such as dynamic filtering, 
as well as analytics for international and national SMS roaming. Mobile Operators and Carriers may also 
choose to employ an in-house anti-fraud team, or partner with a specialist vendor to interpret the data, 
provide reports, and execute required actions. 

According to the CFCA’s 2017 Fraud Loss Survey report, companies are spending 5% more time detecting 
fraud and 14% more time on fraud-related customer care, billing, and revenue assurance functions than in 
2015. Such preventative actions helped to drive a 23.2% reduction in fraud-related revenue losses between 
2015 and 2017.

To further develop collaborative efforts between Carriers and authorities, the i3forum and the GLF launched 
a code of conduct on combating international telecom fraud in 2018. The code sets out Carriers' commit-
ments, including:

○ Monitoring and reporting on fraudulent activity 

○ Assisting in the investigation of fraud

○ Taking appropriate and swift steps to stop payments to those who commit fraud

○ Implementing standard contractual clauses to harmonize the treatment of fraud

Nevertheless, there is still significant scope to further improve collaboration and stem the flow of fraud-relat-
ed revenue leakage. In early 2018, Mobilesquared forecast that grey routes could cost Mobile Operators 
almost US$6 billion in revenues during the course of the year, with a potential increase in their revenues by 
over 40% – from US$13.72 billion to US$19.63 billion – if they could eradicate this traffic. In total, the analyst 
company predicts that white route A2P traffic will rise from 875 billion messages sent in 2017 to 2.4 trillion 
in 2022, as Operators put in place revenue assurance systems.  

These numbers are compelling for Operators and Aggregators alike to work together in legitimizing traffic and 
charging appropriately. As a result, white-route traffic is predicted to rise significantly, from about 50% in 
2017 to 85% by 2022, according to the Mobilesquared data.

On top of that, enterprise awareness about A2P messaging as an effective marketing channel is growing and 
these companies want to ensure that their messages are reliably delivered, he says. 

Lane adds that the adoption of enhanced security creates a positive “trickle-down” effect in the overall 
marketplace. He says that once an Operator puts a Firewall in place to combat fraud, others are then incentiv-
ized to follow suit – otherwise they risk more grey route traffic being routed to their networks instead of the 
better protected networks of their competitors.

As Mobile Operators and Carriers work to protect their subscribers, revenues, networks and brand reputations, 
much of their effort continues to focus on ensuring that they choose reliable, experienced and agile security 
and anti-fraud technology partners. These partners should be capable of helping Mobile Operators and Carri-
ers to evaluate their business and technical needs and processes, implement the best solution to suit their 
needs, achieve effective system management, and last but not least, monetize their networks and services. 

Business Focused, Enterprise Grade A2P Messaging
Enghouse Networks Messaging Gateway enables mobile operators to maximize the profitability of business 
messaging traffic, reducing costs, and opening up new revenue streams. 

With an unrivaled range of messaging protocols and extremely high performance, the Enghouse Messaging 
Gateway provides operators with the ideal node for on boarding, managing, and monetizing mobile A2P 
messaging services at scale.

By decoupling service-provider functions and application-traffic management from core messaging centres, 
it facilitates specialized, business-focused handling of this important traffic.

With extension modules for bulk messaging and subscription control, fraud and spam detection, the solution 
provides the mobile operator with the complete toolkit to realize the revenue opportunity from third-party 
messaging applications and services.

Safeguard Your Network & Subscribers from Spam & Malicious Traffic
The Enghouse Networks Mobile Network Security and Anti-fraud Solution provides messaging and voice 
traffic fraud prevention and detection by enabling Operators to analyze, monitor, and flag all messaging and 
signalling network traffic. The Enghouse solution can be configured to meet unique Mobile Operator and 
Carrier requirements, and protects against attacks that originate from inside or outside of the home network.
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from 1.7 trillion to 2.8 trillion over that period. 
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The A2P market is driven by companies from a wide range of verticals, including the airline, financial, and 
healthcare industries. These industries are recognizing the benefits of reaching their target group by leverag-
ing the universality of SMS in a rapid and secure way. 

A2P SMS enables brands to reach almost all end users internationally, including consumers that live in remote 
areas. Other messaging services rely on technologies that are not as widely deployed and accessed. 
Next-generation networks, smartphones, app downloads, and specialized data plans are unnecessary for 
consumers to use SMS, removing barriers to adoption and marketing campaign exposure.

In its 2016 Text Economy report, telecom Carrier Telefonica cited figures from a poll indicating that almost 
half of consumers would prefer to receive marketing material via text than any other channel. The Mobile 
Ecosystem Forum’s (MEF’s) 2016 Mobile Messaging Report revealed that 76% of consumers have received 
communications from businesses such as banks, healthcare and retailers via SMS.

“Our ongoing research into the global A2P SMS market has cemented our belief that SMS is by far the most 
powerful channel a business has to connect with its customers,” says Lane. “More consumers are giving their 
mobile numbers and want brands to communicate with them via messaging, and more businesses are seeing 
the value of messaging."

The Downside
With emerging opportunities, both new and familiar challenges arise – namely, the threat of fraud and the 
dreaded grey route. The Communications Fraud Control Association (CFCA) estimates that together, P2P and 
A2P messaging accounted for US$6.27 billion in fraud losses among telecoms Carriers worldwide in 2017. 
The Global Leaders’ Forum (GLF) estimates that overall fraudulent traffic costs the international wholesale 
Carrier industry US$17 billion annually, with 85% of Carriers seeing fraud as a priority issue as it continues to 
erode revenues.

The rise of the A2P market has resulted in a complex ecosystem of wholesale Operators, termination Opera-
tors, and messaging Aggregators that need to interact to manage global messaging and ensure a manageable 
volume of connections and contracts.

However, Aggregators do not always follow the terms of Service Level Agreements (SLAs) with the networks 
that route their messages to their destinations. Instead, in an often successful effort to optimize their margins, 
Aggregators may choose to use Service Providers' unprotected SS7 routes to deliver unauthorized interna-
tional A2P traffic without paying the appropriate international SLA fees. The SS7 routes themselves are legal, 
but the choice to send unauthorized and undercharged traffic could potentially land participating parties in 
hot water. These misused SS7 routes are known as grey routes, and are a major cause of fraud-related reve-
nue leakage for Service Providers worldwide. 

This growing issue was addressed by the international IP interconnection body, i3forum, in its guide Contract 
Fraud Clauses for Carrier Service Agreements from December 2017. The i3forum suggests that the guidance 
this document contains for Operators and Carriers “may be the basis for contract fraud clauses to be included 
in Carrier service agreements.”

Putting up Walls
In response to these threats, a growing number of Operators have been putting firewalls and other counter-
measures in place to transform grey route traffic back into white traffic and revenue sources. In early 2018, 
Mobilesquared predicted that about 60% of Mobile Operators would have deployed an SMS Firewall solution 
by the end of that year, and 82% by 2022. 

Beyond SMS Firewalls, SS7 Firewalls are the next protection frontier for fuller, added protection for legacy 
networks, and Diameter Firewalls for hybrid and next-generation 4G and 5G networks.

SS7 and Diameter Firewalls enable Carriers to deploy real-time grey route detection such as dynamic filtering, 
as well as analytics for international and national SMS roaming. Mobile Operators and Carriers may also 
choose to employ an in-house anti-fraud team, or partner with a specialist vendor to interpret the data, 
provide reports, and execute required actions. 

According to the CFCA’s 2017 Fraud Loss Survey report, companies are spending 5% more time detecting 
fraud and 14% more time on fraud-related customer care, billing, and revenue assurance functions than in 
2015. Such preventative actions helped to drive a 23.2% reduction in fraud-related revenue losses between 
2015 and 2017.

The A2P SMS messaging market

To further develop collaborative efforts between Carriers and authorities, the i3forum and the GLF launched 
a code of conduct on combating international telecom fraud in 2018. The code sets out Carriers' commit-
ments, including:

○ Monitoring and reporting on fraudulent activity 

○ Assisting in the investigation of fraud

○ Taking appropriate and swift steps to stop payments to those who commit fraud

○ Implementing standard contractual clauses to harmonize the treatment of fraud

Nevertheless, there is still significant scope to further improve collaboration and stem the flow of fraud-relat-
ed revenue leakage. In early 2018, Mobilesquared forecast that grey routes could cost Mobile Operators 
almost US$6 billion in revenues during the course of the year, with a potential increase in their revenues by 
over 40% – from US$13.72 billion to US$19.63 billion – if they could eradicate this traffic. In total, the analyst 
company predicts that white route A2P traffic will rise from 875 billion messages sent in 2017 to 2.4 trillion 
in 2022, as Operators put in place revenue assurance systems.  

These numbers are compelling for Operators and Aggregators alike to work together in legitimizing traffic and 
charging appropriately. As a result, white-route traffic is predicted to rise significantly, from about 50% in 
2017 to 85% by 2022, according to the Mobilesquared data.

On top of that, enterprise awareness about A2P messaging as an effective marketing channel is growing and 
these companies want to ensure that their messages are reliably delivered, he says. 

Lane adds that the adoption of enhanced security creates a positive “trickle-down” effect in the overall 
marketplace. He says that once an Operator puts a Firewall in place to combat fraud, others are then incentiv-
ized to follow suit – otherwise they risk more grey route traffic being routed to their networks instead of the 
better protected networks of their competitors.

As Mobile Operators and Carriers work to protect their subscribers, revenues, networks and brand reputations, 
much of their effort continues to focus on ensuring that they choose reliable, experienced and agile security 
and anti-fraud technology partners. These partners should be capable of helping Mobile Operators and Carri-
ers to evaluate their business and technical needs and processes, implement the best solution to suit their 
needs, achieve effective system management, and last but not least, monetize their networks and services. 

Business Focused, Enterprise Grade A2P Messaging
Enghouse Networks Messaging Gateway enables mobile operators to maximize the profitability of business 
messaging traffic, reducing costs, and opening up new revenue streams. 

With an unrivaled range of messaging protocols and extremely high performance, the Enghouse Messaging 
Gateway provides operators with the ideal node for on boarding, managing, and monetizing mobile A2P 
messaging services at scale.

By decoupling service-provider functions and application-traffic management from core messaging centres, 
it facilitates specialized, business-focused handling of this important traffic.

With extension modules for bulk messaging and subscription control, fraud and spam detection, the solution 
provides the mobile operator with the complete toolkit to realize the revenue opportunity from third-party 
messaging applications and services.

Safeguard Your Network & Subscribers from Spam & Malicious Traffic
The Enghouse Networks Mobile Network Security and Anti-fraud Solution provides messaging and voice 
traffic fraud prevention and detection by enabling Operators to analyze, monitor, and flag all messaging and 
signalling network traffic. The Enghouse solution can be configured to meet unique Mobile Operator and 
Carrier requirements, and protects against attacks that originate from inside or outside of the home network.
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Overall fraudulent traffic costs the international 
wholesale Carrier industry US$17 billion annually.
The Global Leaders’ Forum (GLF)

17
Billion

These forecasts have been built from an in-depth look into the industry over several 
years. Some other figures have overestimated the size of the market. However, this 
means that there is also more growth potential from a lower base – leading to the reve-
nue forecast of well over 100% growth by 2022, with Operators set to expand their 
messaging teams to capitalize on the potential.

Nick Lane
Chief Insight Analyst and Founder, Mobilesquared

The A2P market is driven by companies from a wide range of verticals, including the airline, financial, and 
healthcare industries. These industries are recognizing the benefits of reaching their target group by leverag-
ing the universality of SMS in a rapid and secure way. 

A2P SMS enables brands to reach almost all end users internationally, including consumers that live in remote 
areas. Other messaging services rely on technologies that are not as widely deployed and accessed. 
Next-generation networks, smartphones, app downloads, and specialized data plans are unnecessary for 
consumers to use SMS, removing barriers to adoption and marketing campaign exposure.

In its 2016 Text Economy report, telecom Carrier Telefonica cited figures from a poll indicating that almost 
half of consumers would prefer to receive marketing material via text than any other channel. The Mobile 
Ecosystem Forum’s (MEF’s) 2016 Mobile Messaging Report revealed that 76% of consumers have received 
communications from businesses such as banks, healthcare and retailers via SMS.

“Our ongoing research into the global A2P SMS market has cemented our belief that SMS is by far the most 
powerful channel a business has to connect with its customers,” says Lane. “More consumers are giving their 
mobile numbers and want brands to communicate with them via messaging, and more businesses are seeing 
the value of messaging."

The Downside
With emerging opportunities, both new and familiar challenges arise – namely, the threat of fraud and the 
dreaded grey route. The Communications Fraud Control Association (CFCA) estimates that together, P2P and 
A2P messaging accounted for US$6.27 billion in fraud losses among telecoms Carriers worldwide in 2017. 
The Global Leaders’ Forum (GLF) estimates that overall fraudulent traffic costs the international wholesale 
Carrier industry US$17 billion annually, with 85% of Carriers seeing fraud as a priority issue as it continues to 
erode revenues.

The rise of the A2P market has resulted in a complex ecosystem of wholesale Operators, termination Opera-
tors, and messaging Aggregators that need to interact to manage global messaging and ensure a manageable 
volume of connections and contracts.

However, Aggregators do not always follow the terms of Service Level Agreements (SLAs) with the networks 
that route their messages to their destinations. Instead, in an often successful effort to optimize their margins, 
Aggregators may choose to use Service Providers' unprotected SS7 routes to deliver unauthorized interna-
tional A2P traffic without paying the appropriate international SLA fees. The SS7 routes themselves are legal, 
but the choice to send unauthorized and undercharged traffic could potentially land participating parties in 
hot water. These misused SS7 routes are known as grey routes, and are a major cause of fraud-related reve-
nue leakage for Service Providers worldwide. 

This growing issue was addressed by the international IP interconnection body, i3forum, in its guide Contract 
Fraud Clauses for Carrier Service Agreements from December 2017. The i3forum suggests that the guidance 
this document contains for Operators and Carriers “may be the basis for contract fraud clauses to be included 
in Carrier service agreements.”

Putting up Walls
In response to these threats, a growing number of Operators have been putting firewalls and other counter-
measures in place to transform grey route traffic back into white traffic and revenue sources. In early 2018, 
Mobilesquared predicted that about 60% of Mobile Operators would have deployed an SMS Firewall solution 
by the end of that year, and 82% by 2022. 

Beyond SMS Firewalls, SS7 Firewalls are the next protection frontier for fuller, added protection for legacy 
networks, and Diameter Firewalls for hybrid and next-generation 4G and 5G networks.

SS7 and Diameter Firewalls enable Carriers to deploy real-time grey route detection such as dynamic filtering, 
as well as analytics for international and national SMS roaming. Mobile Operators and Carriers may also 
choose to employ an in-house anti-fraud team, or partner with a specialist vendor to interpret the data, 
provide reports, and execute required actions. 

According to the CFCA’s 2017 Fraud Loss Survey report, companies are spending 5% more time detecting 
fraud and 14% more time on fraud-related customer care, billing, and revenue assurance functions than in 
2015. Such preventative actions helped to drive a 23.2% reduction in fraud-related revenue losses between 
2015 and 2017.

To further develop collaborative efforts between Carriers and authorities, the i3forum and the GLF launched 
a code of conduct on combating international telecom fraud in 2018. The code sets out Carriers' commit-
ments, including:

○ Monitoring and reporting on fraudulent activity 

○ Assisting in the investigation of fraud

○ Taking appropriate and swift steps to stop payments to those who commit fraud

○ Implementing standard contractual clauses to harmonize the treatment of fraud

Nevertheless, there is still significant scope to further improve collaboration and stem the flow of fraud-relat-
ed revenue leakage. In early 2018, Mobilesquared forecast that grey routes could cost Mobile Operators 
almost US$6 billion in revenues during the course of the year, with a potential increase in their revenues by 
over 40% – from US$13.72 billion to US$19.63 billion – if they could eradicate this traffic. In total, the analyst 
company predicts that white route A2P traffic will rise from 875 billion messages sent in 2017 to 2.4 trillion 
in 2022, as Operators put in place revenue assurance systems.  

These numbers are compelling for Operators and Aggregators alike to work together in legitimizing traffic and 
charging appropriately. As a result, white-route traffic is predicted to rise significantly, from about 50% in 
2017 to 85% by 2022, according to the Mobilesquared data.

On top of that, enterprise awareness about A2P messaging as an effective marketing channel is growing and 
these companies want to ensure that their messages are reliably delivered, he says. 

Lane adds that the adoption of enhanced security creates a positive “trickle-down” effect in the overall 
marketplace. He says that once an Operator puts a Firewall in place to combat fraud, others are then incentiv-
ized to follow suit – otherwise they risk more grey route traffic being routed to their networks instead of the 
better protected networks of their competitors.

As Mobile Operators and Carriers work to protect their subscribers, revenues, networks and brand reputations, 
much of their effort continues to focus on ensuring that they choose reliable, experienced and agile security 
and anti-fraud technology partners. These partners should be capable of helping Mobile Operators and Carri-
ers to evaluate their business and technical needs and processes, implement the best solution to suit their 
needs, achieve effective system management, and last but not least, monetize their networks and services. 

Business Focused, Enterprise Grade A2P Messaging
Enghouse Networks Messaging Gateway enables mobile operators to maximize the profitability of business 
messaging traffic, reducing costs, and opening up new revenue streams. 

With an unrivaled range of messaging protocols and extremely high performance, the Enghouse Messaging 
Gateway provides operators with the ideal node for on boarding, managing, and monetizing mobile A2P 
messaging services at scale.

By decoupling service-provider functions and application-traffic management from core messaging centres, 
it facilitates specialized, business-focused handling of this important traffic.

With extension modules for bulk messaging and subscription control, fraud and spam detection, the solution 
provides the mobile operator with the complete toolkit to realize the revenue opportunity from third-party 
messaging applications and services.

Safeguard Your Network & Subscribers from Spam & Malicious Traffic
The Enghouse Networks Mobile Network Security and Anti-fraud Solution provides messaging and voice 
traffic fraud prevention and detection by enabling Operators to analyze, monitor, and flag all messaging and 
signalling network traffic. The Enghouse solution can be configured to meet unique Mobile Operator and 
Carrier requirements, and protects against attacks that originate from inside or outside of the home network.
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Report: The Future of Enterprise Grade A2P Messaging & 
Grey Route Protection
For instance, mobile industry research firm Mobilesquared forecasts that A2P SMS revenues will more than 
double from US$11.9 billion in 2017 to US$26.6 billion in 2022, with the volume of A2P messages sent rising 
from 1.7 trillion to 2.8 trillion over that period. 
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The A2P market is driven by companies from a wide range of verticals, including the airline, financial, and 
healthcare industries. These industries are recognizing the benefits of reaching their target group by leverag-
ing the universality of SMS in a rapid and secure way. 

A2P SMS enables brands to reach almost all end users internationally, including consumers that live in remote 
areas. Other messaging services rely on technologies that are not as widely deployed and accessed. 
Next-generation networks, smartphones, app downloads, and specialized data plans are unnecessary for 
consumers to use SMS, removing barriers to adoption and marketing campaign exposure.

In its 2016 Text Economy report, telecom Carrier Telefonica cited figures from a poll indicating that almost 
half of consumers would prefer to receive marketing material via text than any other channel. The Mobile 
Ecosystem Forum’s (MEF’s) 2016 Mobile Messaging Report revealed that 76% of consumers have received 
communications from businesses such as banks, healthcare and retailers via SMS.

“Our ongoing research into the global A2P SMS market has cemented our belief that SMS is by far the most 
powerful channel a business has to connect with its customers,” says Lane. “More consumers are giving their 
mobile numbers and want brands to communicate with them via messaging, and more businesses are seeing 
the value of messaging."

The Downside
With emerging opportunities, both new and familiar challenges arise – namely, the threat of fraud and the 
dreaded grey route. The Communications Fraud Control Association (CFCA) estimates that together, P2P and 
A2P messaging accounted for US$6.27 billion in fraud losses among telecoms Carriers worldwide in 2017. 
The Global Leaders’ Forum (GLF) estimates that overall fraudulent traffic costs the international wholesale 
Carrier industry US$17 billion annually, with 85% of Carriers seeing fraud as a priority issue as it continues to 
erode revenues.

The rise of the A2P market has resulted in a complex ecosystem of wholesale Operators, termination Opera-
tors, and messaging Aggregators that need to interact to manage global messaging and ensure a manageable 
volume of connections and contracts.

However, Aggregators do not always follow the terms of Service Level Agreements (SLAs) with the networks 
that route their messages to their destinations. Instead, in an often successful effort to optimize their margins, 
Aggregators may choose to use Service Providers' unprotected SS7 routes to deliver unauthorized interna-
tional A2P traffic without paying the appropriate international SLA fees. The SS7 routes themselves are legal, 
but the choice to send unauthorized and undercharged traffic could potentially land participating parties in 
hot water. These misused SS7 routes are known as grey routes, and are a major cause of fraud-related reve-
nue leakage for Service Providers worldwide. 

This growing issue was addressed by the international IP interconnection body, i3forum, in its guide Contract 
Fraud Clauses for Carrier Service Agreements from December 2017. The i3forum suggests that the guidance 
this document contains for Operators and Carriers “may be the basis for contract fraud clauses to be included 
in Carrier service agreements.”

Putting up Walls
In response to these threats, a growing number of Operators have been putting firewalls and other counter-
measures in place to transform grey route traffic back into white traffic and revenue sources. In early 2018, 
Mobilesquared predicted that about 60% of Mobile Operators would have deployed an SMS Firewall solution 
by the end of that year, and 82% by 2022. 

Beyond SMS Firewalls, SS7 Firewalls are the next protection frontier for fuller, added protection for legacy 
networks, and Diameter Firewalls for hybrid and next-generation 4G and 5G networks.

SS7 and Diameter Firewalls enable Carriers to deploy real-time grey route detection such as dynamic filtering, 
as well as analytics for international and national SMS roaming. Mobile Operators and Carriers may also 
choose to employ an in-house anti-fraud team, or partner with a specialist vendor to interpret the data, 
provide reports, and execute required actions. 

According to the CFCA’s 2017 Fraud Loss Survey report, companies are spending 5% more time detecting 
fraud and 14% more time on fraud-related customer care, billing, and revenue assurance functions than in 
2015. Such preventative actions helped to drive a 23.2% reduction in fraud-related revenue losses between 
2015 and 2017.

To further develop collaborative efforts between Carriers and authorities, the i3forum and the GLF launched 
a code of conduct on combating international telecom fraud in 2018. The code sets out Carriers' commit-
ments, including:

○ Monitoring and reporting on fraudulent activity 

○ Assisting in the investigation of fraud

○ Taking appropriate and swift steps to stop payments to those who commit fraud

○ Implementing standard contractual clauses to harmonize the treatment of fraud

Nevertheless, there is still significant scope to further improve collaboration and stem the flow of fraud-relat-
ed revenue leakage. In early 2018, Mobilesquared forecast that grey routes could cost Mobile Operators 
almost US$6 billion in revenues during the course of the year, with a potential increase in their revenues by 
over 40% – from US$13.72 billion to US$19.63 billion – if they could eradicate this traffic. In total, the analyst 
company predicts that white route A2P traffic will rise from 875 billion messages sent in 2017 to 2.4 trillion 
in 2022, as Operators put in place revenue assurance systems.  

These numbers are compelling for Operators and Aggregators alike to work together in legitimizing traffic and 
charging appropriately. As a result, white-route traffic is predicted to rise significantly, from about 50% in 
2017 to 85% by 2022, according to the Mobilesquared data.

On top of that, enterprise awareness about A2P messaging as an effective marketing channel is growing and 
these companies want to ensure that their messages are reliably delivered, he says. 

Lane adds that the adoption of enhanced security creates a positive “trickle-down” effect in the overall 
marketplace. He says that once an Operator puts a Firewall in place to combat fraud, others are then incentiv-
ized to follow suit – otherwise they risk more grey route traffic being routed to their networks instead of the 
better protected networks of their competitors.

As Mobile Operators and Carriers work to protect their subscribers, revenues, networks and brand reputations, 
much of their effort continues to focus on ensuring that they choose reliable, experienced and agile security 
and anti-fraud technology partners. These partners should be capable of helping Mobile Operators and Carri-
ers to evaluate their business and technical needs and processes, implement the best solution to suit their 
needs, achieve effective system management, and last but not least, monetize their networks and services. 

Unsecured SS7 routes are resulting in a variety of fraudulent attacks. There is reason to 
be concerned. We will continue to have a dialogue with the government and the com-
panies to try to reduce the scope of the problem as much as possible.

Daniel Therrien
The Privacy Commissioner of Canada

Business Focused, Enterprise Grade A2P Messaging
Enghouse Networks Messaging Gateway enables mobile operators to maximize the profitability of business 
messaging traffic, reducing costs, and opening up new revenue streams. 

With an unrivaled range of messaging protocols and extremely high performance, the Enghouse Messaging 
Gateway provides operators with the ideal node for on boarding, managing, and monetizing mobile A2P 
messaging services at scale.

By decoupling service-provider functions and application-traffic management from core messaging centres, 
it facilitates specialized, business-focused handling of this important traffic.

With extension modules for bulk messaging and subscription control, fraud and spam detection, the solution 
provides the mobile operator with the complete toolkit to realize the revenue opportunity from third-party 
messaging applications and services.

Safeguard Your Network & Subscribers from Spam & Malicious Traffic
The Enghouse Networks Mobile Network Security and Anti-fraud Solution provides messaging and voice 
traffic fraud prevention and detection by enabling Operators to analyze, monitor, and flag all messaging and 
signalling network traffic. The Enghouse solution can be configured to meet unique Mobile Operator and 
Carrier requirements, and protects against attacks that originate from inside or outside of the home network.

82% of Mobile Operators are forecast to deploy 
an SMS Firewall solution by 2022.
Mobilesquared

82
Percent
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Grey Route Protection
For instance, mobile industry research firm Mobilesquared forecasts that A2P SMS revenues will more than 
double from US$11.9 billion in 2017 to US$26.6 billion in 2022, with the volume of A2P messages sent rising 
from 1.7 trillion to 2.8 trillion over that period. 
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White-route traffic is predicted to rise significantly, 
from about 50% in 2017 to 85% by 2022.
Mobilesquared

85
Percent

The A2P market is driven by companies from a wide range of verticals, including the airline, financial, and 
healthcare industries. These industries are recognizing the benefits of reaching their target group by leverag-
ing the universality of SMS in a rapid and secure way. 

A2P SMS enables brands to reach almost all end users internationally, including consumers that live in remote 
areas. Other messaging services rely on technologies that are not as widely deployed and accessed. 
Next-generation networks, smartphones, app downloads, and specialized data plans are unnecessary for 
consumers to use SMS, removing barriers to adoption and marketing campaign exposure.

In its 2016 Text Economy report, telecom Carrier Telefonica cited figures from a poll indicating that almost 
half of consumers would prefer to receive marketing material via text than any other channel. The Mobile 
Ecosystem Forum’s (MEF’s) 2016 Mobile Messaging Report revealed that 76% of consumers have received 
communications from businesses such as banks, healthcare and retailers via SMS.

“Our ongoing research into the global A2P SMS market has cemented our belief that SMS is by far the most 
powerful channel a business has to connect with its customers,” says Lane. “More consumers are giving their 
mobile numbers and want brands to communicate with them via messaging, and more businesses are seeing 
the value of messaging."

The Downside
With emerging opportunities, both new and familiar challenges arise – namely, the threat of fraud and the 
dreaded grey route. The Communications Fraud Control Association (CFCA) estimates that together, P2P and 
A2P messaging accounted for US$6.27 billion in fraud losses among telecoms Carriers worldwide in 2017. 
The Global Leaders’ Forum (GLF) estimates that overall fraudulent traffic costs the international wholesale 
Carrier industry US$17 billion annually, with 85% of Carriers seeing fraud as a priority issue as it continues to 
erode revenues.

The rise of the A2P market has resulted in a complex ecosystem of wholesale Operators, termination Opera-
tors, and messaging Aggregators that need to interact to manage global messaging and ensure a manageable 
volume of connections and contracts.

However, Aggregators do not always follow the terms of Service Level Agreements (SLAs) with the networks 
that route their messages to their destinations. Instead, in an often successful effort to optimize their margins, 
Aggregators may choose to use Service Providers' unprotected SS7 routes to deliver unauthorized interna-
tional A2P traffic without paying the appropriate international SLA fees. The SS7 routes themselves are legal, 
but the choice to send unauthorized and undercharged traffic could potentially land participating parties in 
hot water. These misused SS7 routes are known as grey routes, and are a major cause of fraud-related reve-
nue leakage for Service Providers worldwide. 

This growing issue was addressed by the international IP interconnection body, i3forum, in its guide Contract 
Fraud Clauses for Carrier Service Agreements from December 2017. The i3forum suggests that the guidance 
this document contains for Operators and Carriers “may be the basis for contract fraud clauses to be included 
in Carrier service agreements.”

Putting up Walls
In response to these threats, a growing number of Operators have been putting firewalls and other counter-
measures in place to transform grey route traffic back into white traffic and revenue sources. In early 2018, 
Mobilesquared predicted that about 60% of Mobile Operators would have deployed an SMS Firewall solution 
by the end of that year, and 82% by 2022. 

Beyond SMS Firewalls, SS7 Firewalls are the next protection frontier for fuller, added protection for legacy 
networks, and Diameter Firewalls for hybrid and next-generation 4G and 5G networks.

SS7 and Diameter Firewalls enable Carriers to deploy real-time grey route detection such as dynamic filtering, 
as well as analytics for international and national SMS roaming. Mobile Operators and Carriers may also 
choose to employ an in-house anti-fraud team, or partner with a specialist vendor to interpret the data, 
provide reports, and execute required actions. 

According to the CFCA’s 2017 Fraud Loss Survey report, companies are spending 5% more time detecting 
fraud and 14% more time on fraud-related customer care, billing, and revenue assurance functions than in 
2015. Such preventative actions helped to drive a 23.2% reduction in fraud-related revenue losses between 
2015 and 2017.

To further develop collaborative efforts between Carriers and authorities, the i3forum and the GLF launched 
a code of conduct on combating international telecom fraud in 2018. The code sets out Carriers' commit-
ments, including:

○ Monitoring and reporting on fraudulent activity 

○ Assisting in the investigation of fraud

○ Taking appropriate and swift steps to stop payments to those who commit fraud

○ Implementing standard contractual clauses to harmonize the treatment of fraud

Nevertheless, there is still significant scope to further improve collaboration and stem the flow of fraud-relat-
ed revenue leakage. In early 2018, Mobilesquared forecast that grey routes could cost Mobile Operators 
almost US$6 billion in revenues during the course of the year, with a potential increase in their revenues by 
over 40% – from US$13.72 billion to US$19.63 billion – if they could eradicate this traffic. In total, the analyst 
company predicts that white route A2P traffic will rise from 875 billion messages sent in 2017 to 2.4 trillion 
in 2022, as Operators put in place revenue assurance systems.  

These numbers are compelling for Operators and Aggregators alike to work together in legitimizing traffic and 
charging appropriately. As a result, white-route traffic is predicted to rise significantly, from about 50% in 
2017 to 85% by 2022, according to the Mobilesquared data.

On top of that, enterprise awareness about A2P messaging as an effective marketing channel is growing and 
these companies want to ensure that their messages are reliably delivered, he says. 

Lane adds that the adoption of enhanced security creates a positive “trickle-down” effect in the overall 
marketplace. He says that once an Operator puts a Firewall in place to combat fraud, others are then incentiv-
ized to follow suit – otherwise they risk more grey route traffic being routed to their networks instead of the 
better protected networks of their competitors.

As Mobile Operators and Carriers work to protect their subscribers, revenues, networks and brand reputations, 
much of their effort continues to focus on ensuring that they choose reliable, experienced and agile security 
and anti-fraud technology partners. These partners should be capable of helping Mobile Operators and Carri-
ers to evaluate their business and technical needs and processes, implement the best solution to suit their 
needs, achieve effective system management, and last but not least, monetize their networks and services. 

There’s a willingness from a lot of Aggregators to try to get rid of grey routes. Quite a lot 
of them pride themselves on not running traffic via grey routes because there’s a lot of 
unpredictability there; for example, there’s a greater propensity that your message 
won’t get through.

Nick Lane
Chief Insight Analyst and Founder, Mobilesquared

Business Focused, Enterprise Grade A2P Messaging
Enghouse Networks Messaging Gateway enables mobile operators to maximize the profitability of business 
messaging traffic, reducing costs, and opening up new revenue streams. 

With an unrivaled range of messaging protocols and extremely high performance, the Enghouse Messaging 
Gateway provides operators with the ideal node for on boarding, managing, and monetizing mobile A2P 
messaging services at scale.

By decoupling service-provider functions and application-traffic management from core messaging centres, 
it facilitates specialized, business-focused handling of this important traffic.

With extension modules for bulk messaging and subscription control, fraud and spam detection, the solution 
provides the mobile operator with the complete toolkit to realize the revenue opportunity from third-party 
messaging applications and services.

Safeguard Your Network & Subscribers from Spam & Malicious Traffic
The Enghouse Networks Mobile Network Security and Anti-fraud Solution provides messaging and voice 
traffic fraud prevention and detection by enabling Operators to analyze, monitor, and flag all messaging and 
signalling network traffic. The Enghouse solution can be configured to meet unique Mobile Operator and 
Carrier requirements, and protects against attacks that originate from inside or outside of the home network.
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Report: The Future of Enterprise Grade A2P Messaging & 
Grey Route Protection
For instance, mobile industry research firm Mobilesquared forecasts that A2P SMS revenues will more than 
double from US$11.9 billion in 2017 to US$26.6 billion in 2022, with the volume of A2P messages sent rising 
from 1.7 trillion to 2.8 trillion over that period. 
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The A2P market is driven by companies from a wide range of verticals, including the airline, financial, and 
healthcare industries. These industries are recognizing the benefits of reaching their target group by leverag-
ing the universality of SMS in a rapid and secure way. 

A2P SMS enables brands to reach almost all end users internationally, including consumers that live in remote 
areas. Other messaging services rely on technologies that are not as widely deployed and accessed. 
Next-generation networks, smartphones, app downloads, and specialized data plans are unnecessary for 
consumers to use SMS, removing barriers to adoption and marketing campaign exposure.

In its 2016 Text Economy report, telecom Carrier Telefonica cited figures from a poll indicating that almost 
half of consumers would prefer to receive marketing material via text than any other channel. The Mobile 
Ecosystem Forum’s (MEF’s) 2016 Mobile Messaging Report revealed that 76% of consumers have received 
communications from businesses such as banks, healthcare and retailers via SMS.

“Our ongoing research into the global A2P SMS market has cemented our belief that SMS is by far the most 
powerful channel a business has to connect with its customers,” says Lane. “More consumers are giving their 
mobile numbers and want brands to communicate with them via messaging, and more businesses are seeing 
the value of messaging."

The Downside
With emerging opportunities, both new and familiar challenges arise – namely, the threat of fraud and the 
dreaded grey route. The Communications Fraud Control Association (CFCA) estimates that together, P2P and 
A2P messaging accounted for US$6.27 billion in fraud losses among telecoms Carriers worldwide in 2017. 
The Global Leaders’ Forum (GLF) estimates that overall fraudulent traffic costs the international wholesale 
Carrier industry US$17 billion annually, with 85% of Carriers seeing fraud as a priority issue as it continues to 
erode revenues.

The rise of the A2P market has resulted in a complex ecosystem of wholesale Operators, termination Opera-
tors, and messaging Aggregators that need to interact to manage global messaging and ensure a manageable 
volume of connections and contracts.

However, Aggregators do not always follow the terms of Service Level Agreements (SLAs) with the networks 
that route their messages to their destinations. Instead, in an often successful effort to optimize their margins, 
Aggregators may choose to use Service Providers' unprotected SS7 routes to deliver unauthorized interna-
tional A2P traffic without paying the appropriate international SLA fees. The SS7 routes themselves are legal, 
but the choice to send unauthorized and undercharged traffic could potentially land participating parties in 
hot water. These misused SS7 routes are known as grey routes, and are a major cause of fraud-related reve-
nue leakage for Service Providers worldwide. 

This growing issue was addressed by the international IP interconnection body, i3forum, in its guide Contract 
Fraud Clauses for Carrier Service Agreements from December 2017. The i3forum suggests that the guidance 
this document contains for Operators and Carriers “may be the basis for contract fraud clauses to be included 
in Carrier service agreements.”

Putting up Walls
In response to these threats, a growing number of Operators have been putting firewalls and other counter-
measures in place to transform grey route traffic back into white traffic and revenue sources. In early 2018, 
Mobilesquared predicted that about 60% of Mobile Operators would have deployed an SMS Firewall solution 
by the end of that year, and 82% by 2022. 

Beyond SMS Firewalls, SS7 Firewalls are the next protection frontier for fuller, added protection for legacy 
networks, and Diameter Firewalls for hybrid and next-generation 4G and 5G networks.

SS7 and Diameter Firewalls enable Carriers to deploy real-time grey route detection such as dynamic filtering, 
as well as analytics for international and national SMS roaming. Mobile Operators and Carriers may also 
choose to employ an in-house anti-fraud team, or partner with a specialist vendor to interpret the data, 
provide reports, and execute required actions. 

According to the CFCA’s 2017 Fraud Loss Survey report, companies are spending 5% more time detecting 
fraud and 14% more time on fraud-related customer care, billing, and revenue assurance functions than in 
2015. Such preventative actions helped to drive a 23.2% reduction in fraud-related revenue losses between 
2015 and 2017.

To further develop collaborative efforts between Carriers and authorities, the i3forum and the GLF launched 
a code of conduct on combating international telecom fraud in 2018. The code sets out Carriers' commit-
ments, including:

○ Monitoring and reporting on fraudulent activity 

○ Assisting in the investigation of fraud

○ Taking appropriate and swift steps to stop payments to those who commit fraud

○ Implementing standard contractual clauses to harmonize the treatment of fraud

Nevertheless, there is still significant scope to further improve collaboration and stem the flow of fraud-relat-
ed revenue leakage. In early 2018, Mobilesquared forecast that grey routes could cost Mobile Operators 
almost US$6 billion in revenues during the course of the year, with a potential increase in their revenues by 
over 40% – from US$13.72 billion to US$19.63 billion – if they could eradicate this traffic. In total, the analyst 
company predicts that white route A2P traffic will rise from 875 billion messages sent in 2017 to 2.4 trillion 
in 2022, as Operators put in place revenue assurance systems.  

These numbers are compelling for Operators and Aggregators alike to work together in legitimizing traffic and 
charging appropriately. As a result, white-route traffic is predicted to rise significantly, from about 50% in 
2017 to 85% by 2022, according to the Mobilesquared data.

On top of that, enterprise awareness about A2P messaging as an effective marketing channel is growing and 
these companies want to ensure that their messages are reliably delivered, he says. 

Lane adds that the adoption of enhanced security creates a positive “trickle-down” effect in the overall 
marketplace. He says that once an Operator puts a Firewall in place to combat fraud, others are then incentiv-
ized to follow suit – otherwise they risk more grey route traffic being routed to their networks instead of the 
better protected networks of their competitors.

As Mobile Operators and Carriers work to protect their subscribers, revenues, networks and brand reputations, 
much of their effort continues to focus on ensuring that they choose reliable, experienced and agile security 
and anti-fraud technology partners. These partners should be capable of helping Mobile Operators and Carri-
ers to evaluate their business and technical needs and processes, implement the best solution to suit their 
needs, achieve effective system management, and last but not least, monetize their networks and services. 

Business Focused, Enterprise Grade A2P Messaging
Enghouse Networks Messaging Gateway enables mobile operators to maximize the profitability of business 
messaging traffic, reducing costs, and opening up new revenue streams. 

With an unrivaled range of messaging protocols and extremely high performance, the Enghouse Messaging 
Gateway provides operators with the ideal node for on boarding, managing, and monetizing mobile A2P 
messaging services at scale.

By decoupling service-provider functions and application-traffic management from core messaging centres, 
it facilitates specialized, business-focused handling of this important traffic.

With extension modules for bulk messaging and subscription control, fraud and spam detection, the solution 
provides the mobile operator with the complete toolkit to realize the revenue opportunity from third-party 
messaging applications and services.

Safeguard Your Network & Subscribers from Spam & Malicious Traffic
The Enghouse Networks Mobile Network Security and Anti-fraud Solution provides messaging and voice 
traffic fraud prevention and detection by enabling Operators to analyze, monitor, and flag all messaging and 
signalling network traffic. The Enghouse solution can be configured to meet unique Mobile Operator and 
Carrier requirements, and protects against attacks that originate from inside or outside of the home network.
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